Power-Up *

Reset+

UNINITIALIZED

BIST Finished
. <
No operation
l Failure Internal Checks BIST

Completed (Init OK)

Failurel
Start INITIALIZED BIST
VZeroize
- et .Test PUF
econstruc Test Memory Enroll
.DRNG
Zeroize + Failurel
St
V Reconstruct >
STARTED STOPPED BIST | ENROLLED
Start
. < .
. Key Operations . Test Memory . Key Operations
. DRNG Stop . DRNG Stop . DRNG
> |
*Zeroize Fai/urel +Zeroize Failurel Fai/urel
* Zeroize *Failure
ZEROIZED LOCKED

Key:

|| Possible operations (if allowed)
B Software commands (if allowed)

Italics Hardware signals/events




